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Signature Algorithms

Client
SYN sending
SYN recv -> ACK/SYN send
ACK/SYN sending
ACK/SYN recv -> ACK send
ACK send -> Client Hello send
Client Hello sending
Client Hello recv -> Server Hello send
Server Hello sending
Server Hello recv -> Certificate recv
Certificate recv -> Certificate Verify recv
Certificate Verify recv -> Finished recv
Finished recv -> Finished send

Server
SYN sending
SYN recv -> ACK/SYN send
ACK/SYN sending
ACK/SYN recv -> ACK send
ACK sending
ACK recv -> Client Hello recv
Client Hello recv -> Server Hello send
Server Hello send -=> Certificate send
Certificate send -> Certificate Verify send
Certificate Verify send -> Finished send
Finished sending
Finished recv -> Finished send
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8.0

7.0 A

6.0
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4.0 4

time [ms]

3.0
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RSA2048
RSA3072

prime256v1

midsa44

mayol

mayo2

CROSSrsdpl28balanced

CROSSrsdpl2é&fast
CROSSrsdpl28small
CROSSrsdpgl28balanced

OV _Is_pkc

OV_Ip_pkc

ov_Is

CROSSrsdpgl28fast
CROSSrsdpgl28small

Signature Algorithms

kc_skc

_p
OV_Ip_pkc_skc

snova2454

snova2454shake

snovaz454esk

snova2454shakeesk

v

snova37172

snova2583

IENIIINL]

Client
SYN sending
SYN recv -> ACK/SYN send
ACK/SYN sending
ACK/SYN recv -> ACK send
ACK send -> Client Hello send
Client Hello sending
Client Hello recv -> Server Hello send
Server Hello sending
Server Hello recv -> Certificate recv
Certificate recv -> Certificate Verify recv
Certificate Verify recv -> Finished recv
Finished recv -> Finished send

Server
SYN sending
SYN recv -> ACK/SYN send
ACK/SYN sending
ACK/SYN recv -> ACK send
ACK sending
ACK recv -> Client Hello recv
Client Hello recv -> Server Hello send
Server Hello send -=> Certificate send
Certificate send -> Certificate Verify send
Certificate Verify send -> Finished send
Finished sending
Finished recv -> Finished send
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4.0 4
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RSA2048
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Signature Algorithms

kc_skc

_p
OV_Ip_pkc_skc

snova2454

snova2454shake

snovaz454esk

snova2454shakeesk

snova37172

snova2583

FEN I

Client
SYN sending
SYN recv -= ACK/SYN send
ACK/SYN sending
ACK/SYN recv -> ACK send
ACK send -= Client Hello send
Client Hello sending
Client Hello recv -> Server Hello send
Server Hello sending
Server Hello recv -> Certificate recv
Certificate recv -> Certificate Verify recv
Certificate Verify recv -> Finished recv
Finished recv -= Finished send

Server
SYN sending
SYN recv -= ACK/SYN send
ACK/SYN sending
ACK/SYN recv -> ACK send
ACK sending
ACK recv -> Client Hello recv
Client Hello recv -= Server Hello send
Server Hello send -> Certificate send
Certificate send -> Certificate Verify send
Certificate Verify send -> Finished send
Finished sending
Finished recv -> Finished send
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Key Exchange Algorithms
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FEN I

Client
SYN sending
SYN recv -= ACK/SYN send
ACK/SYN sending
ACK/SYN recv -> ACK send
ACK send -= Client Hello send
Client Hello sending
Client Hello recv -> Server Hello send
Server Hello sending
Server Hello recv -> Certificate recv
Certificate recv -> Certificate Verify recv
Certificate Verify recv -> Finished recv
Finished recv -= Finished send

Server
SYN sending
SYN recv -> ACK/SYN send
ACK/SYN sending
ACK/SYN recv -> ACK send
ACK sending
ACK recv -> Client Hello recv
Client Hello recv -> Server Hello send
Server Hello send -> Certificate send
Certificate send -> Certificate Verify send
Certificate Verify send -> Finished send
Finished sending
Finished recv -> Finished send

Client
SYN sending
SYN recv -= ACK/SYN send
ACK/SYN sending
ACK/SYN recv -> ACK send
ACK send -= Client Hello send
Client Hello sending
Client Hello recv -> Server Hello send
Server Hello sending
Server Hello recv -> Certificate recv
Certificate recv -> Certificate Verify recv
Certificate Verify recv -> Finished recv
Finished recv -= Finished send

Server
SYN sending
SYN recv -> ACK/SYN send
ACK/SYN sending
ACK/SYN recv -> ACK send
ACK sending
ACK recv -> Client Hello recv
Client Hello recv -> Server Hello send
Server Hello send -> Certificate send
Certificate send -> Certificate Verify send
Certificate Verify send -> Finished send
Finished sending
Finished recv -> Finished send



6.0

5.0
4.0 1
3.0
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1.0
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RSA2048 RSA3072 prime256vl midsa44
Signature Algorithms

time [ms]

FEN I

Client
SYN sending
SYN recv -= ACK/SYN send
ACK/SYN sending
ACK/SYN recv -> ACK send
ACK send -= Client Hello send
Client Hello sending
Client Hello recv -> Server Hello send
Server Hello sending
Server Hello recv -> Certificate recv
Certificate recv -> Certificate Verify recv
Certificate Verify recv -> Finished recv
Finished recv -= Finished send

Server
SYN sending
SYN recv -> ACK/SYN send
ACK/SYN sending
ACK/SYN recv -> ACK send
ACK sending
ACK recv -> Client Hello recv
Client Hello recv -> Server Hello send
Server Hello send -> Certificate send
Certificate send -> Certificate Verify send
Certificate Verify send -> Finished send
Finished sending
Finished recv -> Finished send
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FEN I

Client
SYN sending
SYN recv -= ACK/SYN send
ACK/SYN sending
ACK/SYN recv -> ACK send
ACK send -= Client Hello send
Client Hello sending
Client Hello recv -> Server Hello send
Server Hello sending
Server Hello recv -> Certificate recv
Certificate recv -> Certificate Verify recv
Certificate Verify recv -> Finished recv
Finished recv -= Finished send

Server
SYN sending
SYN recv -> ACK/SYN send
ACK/SYN sending
ACK/SYN recv -> ACK send
ACK sending
ACK recv -> Client Hello recv
Client Hello recv -> Server Hello send
Server Hello send -> Certificate send
Certificate send -> Certificate Verify send
Certificate Verify send -> Finished send
Finished sending
Finished recv -> Finished send
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1. SYN;E(E
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5. Server HelloZ{=

6. Certificate®{g

7. Certificate Verify®{g
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9. Finished:&fg
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F. Certificateit{s

G. Certificate Verifyi®{s

H. Finishedi#E

L. Finished%{g
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SYN recv -> ACK/SYN send ADS B. SYN N7y bDZENS ACK/SYN /Ny MEEF
TOIIERSR
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Hello send TOAIERFE
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Certificate recv ->
Certificate Verify recv
Certificate Verify recv ->
Finished recv

Finished recv -> Finished

send
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Server Hello send -> EMSF. Server Hello M#fEH'S Certificate MXER
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4.0 4

Client
SYN sending
SYN recv -> ACK/SYN send
ACK/SYN sending
ACK/SYN recv -=> ACK send
ACK send -=> Client Hello send
Client Hello sending
Client Hello recv -> Server Hello send
Server Hello sending
Server Hello recv -> Certificate recv
Certificate recv -> Certificate Verify recv
Certificate Verify recv -> Finished recv
Finished recv -> Finished send

time [ms]

3.0 A

IENIIINL]

204 _ Server
SYN sending

SYN recv -> ACK/SYN send

ACK/SYN sending

ACK/SYN recv -=> ACK send

ACK sending

ACK recv -> Client Hello recv

Client Hello recv -> Server Hello send
Server Hello send -> Certificate send
Certificate send -> Certificate Verify send
Certificate Verify send -> Finished send
Finished sending

Finished recv -> Finished send
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ERAULEIHEDTAX

EREREE CAWVZ)U—REAE (DER F2x0) DA X [ELL T D@L Th S :
2048-bit RSA  3072-bit RSA

P-256

ML-DSA 44

998

1254

= 14 )V—FEERRED A X (Bl / N1 b)

&z U—/\GIRE (DER ) DU XL T DBY TH B!

601

4198

2048-bit  3072-bit P-256  ML-DSA 44
RSA RSA

2048-bit RSA 952 1080 759 3112
3072-bit RSA 1080 1208 887 3240
P-256 749 8717 556 2909
ML-DSA 44 1992 2120 1800 4152
MAYOQ 1 2097 2225 1904 4257
MAYO 2 5589 5717 5396 7749
CROSS rsdp 128 balanced 7517 885 565 2917
CROSS rsdp 128 fast 757 885 564 2917
CROSS rsdp 128 small 757 885 565 2917
CROSS rsdpg 128 balanced 734 862 542 2894
CROSS rsdpg 128 fast 734 862 541 2894
CROSS rsdpg 128 small 734 862 542 2894
0V Is pkc 67257 67385 67065 694117
0V Ip pkc 44253 44381 44061 46413
0V Is pkc skc 67257 67385 67064 69417
0V Ip pkc skc 44253 44381 44060 46413
SNOVA 24 5 4 1693 1821 1499 3853
SNOVA 24 5 4 SHAKE 1693 1821 1501 3853
SNOVA 24 5 4 esk 1693 1821 1500 3853
SNOVA 24 5 4 SHAKE esk 1693 1821 1500 3853
SNOVA_37 17 2 10519 10647 10326 12679
SNOVA 25 8 3 2997 3125 2804 5157
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ER7IVTIVXLDMEEE

SEfERUEEZEZ7 NI )X LDRKUBEDTAXILLLTDBEBY TH o/, . @55
EDIXZEIDERIRIE THRBEITIKSD

IREEER Ehi E4
2048-bit RSA 294 1213 - 1219 256
3072-bit RSA 422 1791 - 1795 384
P-256 91 138 69 - 72
ML-DSA 44 1312 2560 2420
MAYO 1 1420 24 454
MAYO 2 4912 24 186
CROSS rsdp 128 balanced 71 32 13152
CROSS rsdp 128 fast 71 32 18432
CROSS rsdp 128 small 77 32 12432
CROSS rsdpg 128 balanced 54 32 9120
CROSS rsdpg 128 fast 54 32 11980
CROSS rsdpg 128 small 54 32 8960
0V Is pkc 66576 348704 96
0V Ip pkc 43576 237896 128
0V Is pkc skc 66576 32 96
OV Ip pkc skc 43576 32 128
SNOVA 24 5 4 1016 48 248
SNOVA 24 5 4 SHAKE 1016 48 248
SNOVA 24 5 4 esk 1016 36848 248
SNOVA 24 5 4 SHAKE esk 1016 36848 248
SNOVA 37 17 2 9842 48 124
SNOVA 25 8 3 2320 48 165
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Rz BEMKRUBRDER - IREEICH D S 72RO IILL T D@Y THorz:

BRERK EH TREE
2048-bit RSA 40.100951 0.284450  0.037349
3072-bit RSA 141. 447273 0.743106  0.057842
P-256 0. 035991 0.027631  0.080259
ML-DSA 44 0.02117 0.056068  0.021976
MAYO 1 0.061277 0.175670 0. 072550
MAYO 2 0.039809 0.090721 0. 024631
CROSS rsdp 128 balanced 0.019268 0.485797  0.345765
CROSS rsdp 128 fast 0.018651 0.294497  0.189645
CROSS rsdp 128 small 0.018674 0.950938 0. 698674
CROSS rsdpg 128 balanced 0.013867 0.361315  0.250333
CROSS rsdpg 128 fast 0.013854 0.205371  0.135947
CROSS rsdpg 128 small 0.013743 0.693002  0.483051
0V Is pkc 1.018500 0.026620 0. 084897
0V Ip pkc 0. 628457 0.026382  0.068714
0V Is pkc skc 1.035813 0.588346  0.085262
0V Ip pkc skc 0. 637256 0.421898  0.069517
SNOVA 24 5 4 0. 079901 0.376327  0.073716
SNOVA 24 5 4 SHAKE 0.091771 0.383104  0.084514
SNOVA 24 5 4 esk 0. 081209 0.312946  0.069761
SNOVA 24 5 4 SHAKE esk 0. 094355 0.313012  0.084244
SNOVA 37 17 2 0.226378 0.294003 0. 048625
SNOVA 25 8 3 0.083274 0.256646  0.058010
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